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MULTIPLE OPERATING SYB9^;N«*wM^W- ' '• 

This invention relates , to networking &>m; a computer -.wMch fe- 
arranged to run multiple operating systems^ In a convetitionai computeis: k 
network, interfkce card (NIC) is provided, viihieh'cQwples the compMe* to'a! 
network. The NIC is arranged to ' conuniuiicate ■ data, over the network 
according to the network protocols; for efcamphvit niay be aa Ethernet 
network interfece card. The computer, has a physical address, on the network' 
(the MAC address). 

The computer runs an" operating / system^ which provides; m : 

applications programming interface (API) allowing. plication progmmca -w . 

. - * . : * * ■ .* 

use the resources of the computer Oncltidicis ttie NIC). To achieve this, the?- 

' . ' . * * j * * * 

operating system provides driver routines (normally separate programs) which 

directly control the resources of the pairticiiiar: computer pktfdnri. . Marcy 

operating systems provide routines for icommudcating usifig Mwmi 

protocols ("BP") (ie, an IP stack). The use of. Jnternet protocols ajtfowsithe 

computer to communicate across multiple networks. . The.ctfmpute& is 

assigned an IP address which .is a logical address different from tli&'physiraitf 

MAC address. 

The best known operating systems "(e.g. Micipsoft Windows ™- a»d 
Linux ™) are "general purpose" operating Jsy^teins suitable for runniiig a wide 
range of applications on a wide range of. -plarttois (with suable driver 
programs). Additionally, suck operating sysfeim'lof&n provide multi-tasking; 
in other words, they allow several apjuteatipns; programs to operate 
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concurrently. To do so, they provide schedtflangs in b$er wor^lthey sbiare - 
the usage of the resources of the con^irtOT l^iv^n the d^&reot ^ ^plidaicins. ■ : . 
programs, allocating time to each in accordance v&fb. d scfc^ihg^goritlwi 

* ' . • * 

Such operating systems are very ^dfeiy-used; and Ihewfore Mve a 

* * * **. * 

S large base of applications programs from whfch "a \mt can sel^ wr^ttOTr^- - 

run on the operating system. They are th^fefe the Smchokte fo?. nibst •* 

appUcatibns. 1 : 

However, for some applications, it iff enseal "tot steps, itfth^prc^nv 

are performed within defined time periods, ot> ^t^efitoed ti^tie^ Ea^n?ple^«oft * 

10 such programs are control programs* for operating n^hUe 'i^cpfehe^- or &>r 

operating private branch exchanges flPBXs) : br. :: . eeiluter base stations; 

Typically, the program must respond to external Sr^eiife ehnngefl of : steCKht : . 

a consistent way, at or within a certain time within Ste; eVent ThJ $ is referred. 

to as operating in "real time". General purpose 'operating ^emm t fkce - 

15 unsuitable for operating in real time, and are ticrt ^d^^d^o do so. '- 

For such tasks, therefore, real thriel V^emSng systems ;:havef. bp6n 

developed; one example is ChortisOS (aT^knovy as. Cheats) ftnd its 

derivatives. Chorus is available as open source ^bft^e from: 

http://wwwxxperimentalst^ 

20 andJalunaat \ 

httot/Avwwjaltma,com/ : ' 

It is described in/'ChorosOS Fe^^a.^ndi ^ebateKtoe/overyfev^' 

Francois Airaand, Sim Technical Report* Axigpst vlOOS , 222,p> available ftoinas 
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These operating systems could also teased -to \*m other t^es-' o£ 
programs. However, users understandably .wish to be 'able to i\m ihd "msil 
number of legacy" programs which are written for ^eijeral purpose: operating 
5 systems such as Windows or Linux, without havirig* to rewrite them to run on 
a real time operating system. 

In US 5903752 and US 5721206, M ^ttknipt\is made to m^mpme a 
real time environment into a non real time bpe&%g system by prayi$ng a 
real time multi-tasking kernel in tlieintemipt fca&dttag ^viroismcftt of fee from 
10 real time operating system (such as Windows). ' ;• 

When attempts are made to use g^erat.pttrpose operatiiog aysiftaii^ f$t 
communication of real time streaming date (far .e^mple, streaming audio or . 
video, or voice over Internet (VoIP) dataX.the tejruftfc are often .itasatisfeotory; 
firstly, because ihe operating system may simpjty not be able to o^atisjg 
15 enough, , given the other tasks it has to : petfora&; stnd st&anrify bec^use^ftie 
scheduler may unexpectedly deny the IP stacte jirocjassor resources if anpflwir 
task is scheduled for execution, resulting in t^ltory^ata los^ 

One attempt tq solve this prob&m hf*£ been to provide real time 
extensions to Linwc, One proposal is Rf Ximfr; described in US 5S>95?45 
20 (Yodaiken) or http://ww.femlabs.com, Ahoilier is RTAI (^Itfme 
Application Interface for Linux), for which;see:: 

htip://www.aero4>ol^ 



jtKUivtk* inn 

• » ■ * * • 

It is understood that both &T l^ux;^?R*jrA£ can configure^ 'fc> : 
provide an IP protocol stack, by using: the RT BET pio^am^ fpi'. which see 
http://www,xte.uni-haimover-de/rtiiet/ * • j„. 

Recently, proposals for providing a ''iiriifM^^ ^ystem^i.e, a-! 

system in which two or more different opemtmg^^cps *wr eoincarre^y .op.' • 
the same processor) have been suggested. {Wis* (A^tiy^^bmsdn. ; 

I&vironment for Operating Systems)* described in. k Wfcite Eftpec a$ . s 
http:#opersysxom/:B^^^ *(a£d ; iA : bffaer ■ pajtets fct 

http://opersys*comAideos). Another i$ Jatana : 2; 'as desctib^f te oitf eacHbr ' 
European appUcation EP 03290894.?, filed on 9\&pi& 2fi$3f and irteorporatetf ': 
herein in its entirety by reference. 

An aim of the present invention is to 5 provide. unproved »et"worfc> - 
communications- In one aspect,, the p^ent inv^^ 

system according to claim 1, a method accocdiitf to claim 19 Or a campufw 
program product according to claim 20 for providing code fqr executing tfcst/ : 
method. 

Although this solution might seem in^iifcn$ pt fibt sfe$t* sine© fbftfe. * 
will inevitably be some processor overhead in 1 
operating systems' selection of suitetole opfem^-^^ina- can improve the ; 
efficiency of operating: for example; the fiir^t ppji^big System *may bp *i md. i 
time operating system* which may supptat L code' ibr • tiitoe^cridcalv 
communications such as streaming data* cohr^^ and the second, 

operating system may be a general purpose operating .system,* which may he 



permitted to communicate non-time critical data, suehjas sligaaUihg. or 
supervisory data, hi this example, the fitet (JleaI-Tijfie) op^ting ?yaie«> is-', 
naturally designed to gvrarMtee.determinism and tp*of$ir higpier p&tfb«nanees- : - 

* • • I • * • 

to streaming data transmission man generaJ purpose systems.-' 

Thus, by providing multiple concurrently running opsr&mg systems' 
with shared access to the network, the activities fovblv^d ih .coi^miJttLc^ling 
may be delegated to different operating ' sysfems / for .which -tfoy'we. 
particularly suited. 

I» another aspect; the present iiivejii6oii.triafc©s ;ikse of:;ihis: fi^xibili^r in 
the context of voice over Internet protocol; coa^^ iWing tike: ileal : 

time operating system to communicate yoifc© d9te-(i&r/^^ 
datagram protocol (UDP/BP) transmission with sraflB pi^e^J^d^ gpa#al: 
purpose operating system to provide call set-up 'iro# -tew^m ©JgnallHldg^ 
and/or call charge signalling. Thus* the real time 'operating' system cm 
guarantee the minimum performance necessary 1 for uokti^i^ed J voice 
communications whilst the gener&i puipose op^xtm^ system, 
communicate in a different, more reliable, "protocol (e.£. TC.P3#) at times 
-when me real time operating system. does- not require tfee net&<ark : iKfter&iGe' 

. • » 

card. ' ' • 

Preferably, in either casei the real time ^opemtiag! system 'kgiyea. 
preferential access to the NIC. Ori/ incoming data, the real.' nine operating 
system preferably filters all received data 'packets*' Snd [passes' on to me 
general purpose operating system all those which ars -not ubiquely intended 



for afpHcatioiis Tunnmg on- the real time d{Mi^^>'4ystCM.; I 1 !^ there is Bo 

* • • • . t 

delay whilst time-ciitical packets are han#ef : : F.oft ibuJgolng dh% 7 tt^^W 
priority is given to data from Hie real time operating \ , * : . 

Other aspects, features; embodiments TOdiaiivaitt^es of ^;inv«^tibji 
will be apparent from the following description and! claims, i • 

Embodiments of the Mention wiH waylef 
example only, with reference to the. accompany ch^wiflgs in Which; . 

Figure Us a block diagram showing m cbtopvtar system, in wh&h; tfae 
invention may be embodied; " ; *' • 

Figure 2 is a diagram showing .the ^fcgttog systente i&xd im&t* 
components present in a first embodiment; . ' ' •* " \ 

Figure 3 is a diagram shawteg ; inr/ g^ de^t ;the ; soft**Wfe 
components which take part in nefcwrfc ictijiiw^ fet 
embodiment; 

i * • • . - • i 
Figure 4a is a diagtam showing tHe fcru*^^^ of BR ; pac1ret£ 1 • 

Figure 4b is a diagram showing -tb£ too w ^tnictujEfe of .a;0$>P 
datagram; '* : ' l . 

Figure 5 is a flow diagi^ilta^ 
booting the operating systems; /•"*:•' 

Figure 6 is a flow dtag&m sbdwiftg :J^Ge$sgs perto^d- ^n 
starting an application under diie of the oj^eratmg^gtains (mlcUbwa &sbion)5 

Figures 7a, 7b and 7c pre flow.dfagrams &tfwing pi^^sesipiMoaii'ed 
by the general putpose opaatijig systemV^f /; 
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Figures 8a, 8b and 8c are-ffoSfridk^ .7 ; 



Figure 9 is a block-diagram Sffe6>iiig a ^<S&^ OVfer ^ ;i[V«Il^^i^QHg.-* . 

according to the secowi embodiments "! . • < * 

. » . . 1 

• 1 % . 

5 Figure 10 is a diagi^.showang 5 flie sfrftw&£;<&^^ jfc'a : 

1 : » " . • * 

computer of the IP network embodying foe sccqiid eip&tfd&§iit 

• • •» , 

' • ' ••' • • > ■ • :. •' : 

Introduction i 

10 System Hardware 

A computer system 100i».w(&&h the syjs^mife &phW>Ie eompriscs 
. central processing unit (CPU) 102j s^ch as a Pehi&m 4** CW aro&ibte jra^'' : 
Intel Corporation, or PowerPC ; CPU av$U&K» jBrom; Moto$»hv (the 
embodiment has been implemented! oh 1 , both), ebimled 'vxa.q: syatemibUs 164 : 

15 (comprising control, data and addwjss buses) to a isad*oiaTy: memory {K0&E>. : 
chip 106; one or more banks of random access mefetbty -(RAM) <&*£>s:{IQ&); - 
disk controller devices 1 10= (for exasmple IDE or SCSI ^strollers; cpsmecfeil • 
tea floppy disk drive, a hard disk drive, and ad^t&nal 
drives such as DVD drives); one' or . more itfptt^itpttt Sports ($12) (for '. ' 

20 example, one or more USB port cqnjioHera, andVdr pafcajiel p^rt oQnirjiliers for - : . ' 
connection to printer and so on); an 'p^$B&i<m c bu$,.\ l4 forbid oameGXjon to 
external or internal peripheral devices:<f©r exai»ple ! 'ttb PCI bus); >tpi& other ^ 
system chips 1 16 (for example, grajflttbs and sbiinql de'vice^. Also provided - 



, • i * 

*♦ 1 " ' ! *' " '." * -5 * '. 

is.a network interface card (NIC) J IS, for oo^tug*Ciatil^"dataMa ! 3 *kWj&J£\ i ! 
(forexample»attIntOTietnetwork)j * * ' : j • 

Examples of computers of this typ& ^^etai>.ttal| fwaptf tec? (PCs) . * 
workstations. However, the application of the invpiiti^ 
5 devices such as mainframes, embedded n&ro^ in cortfM sya^iv \ 
and PDAs On which case some of the indicated d^<&3!Si46te .as .di&k d$V£. . 

»**'*!*• " ■.* 

controllers may be absent) is also disclosed }femn* 

Referring to Figure . 2, the computer sustain is- ai^ge^/.to; : ' 

i* . • . ■ «t* . 

. * *• 

communicate data to another computer sysfem iOfr (WMeb may; or Hfry.nbt ;* 
10 embody the invention) via the network 30p:to w&elt the MC is canhe^feA 1 
and other networks 400, coneclively 6omprii^ Forthe pui^&£ : 

of future discussion, the networks 300, 302 will he ieferred-to. collectively aa . : 
the Intranet • . } .• ** 

Referring to Figure 3, the jtweifa^ triA softw^-. 

15 con^rising^e following components: t 1 . . i : 

• A first operating systein kernel 201 cori^risi^ a. real iimfe ^ei&tt&gj 
system kernel such as the C5 : openating sjfsi^'.(tSft- irad.t^i£' 
microkernel of Jaluaa-1, an opeh*$Qure$$ v^aiohlof the fiftfc genemfib^ 

of the ChorusOS sysSen?,; ^vatta&le Jbr source, ftee downiba^ . 

* . • * * . • * . 

20 - ^mhapt/Awvwj^a.coni). .. .. 

■ .•••...«.'■• •■ • '-' ■• 

» A general purpose operating systeln'Wxtel 2% w^h:ro^ ' 

kernel version 2A20. The. kernels Sre.'si^tfy.f^diScil to allow^r 
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concurrent execution, in tine m^er^tfn&^Ja ito^abow ^efesefteeid 
earlier European patenfcappttcatipn fr^908ft4:H 
♦ A hardware resource ditcher 400; ;wlk|(Si , ) ,; & «ot itself ^ : bp^ra^ig 
system, but is arranged to load and kati each ^i^tipte jbpei^ti^ : 
system&201, 202 and allocate resources ite.tfcjfrj,^ to sc'iiedufetbkr. •• 
operation (i.e. divide CPU time bfeWepjfc tt^mj/ said .'to provide, aft: 
mter-operating systems commulli^^£^oa , J^i bei^eeit.iiiem to; aljo'w- 
applications running on the dilj§ii^it '-f. dpemtjhg sy^mS- to: 
communicate with each- other (and to ail|bWi feo'^ 

, ':. . . * ** 

do the same). Again,- fall details are glven-i^om above, Mwemsfr 

earlier European patent application Q329Q8fei mqdjpor^ed hcfc&i. 

by reference in its entirety \ ' • ' \. 

Each operating system provides ;'Ii^orlMniK ^, ^dieware' , ; so^wate.. 
In mis embodiment, the real time opei^g:sys^ . 20 J . provides in lhtem<&. 
protocol (IP) stack, and protocols for boe>ftti8g 'j-usW datagntm' pirotoW' 
(UDP/IP), and RTP/RTCP data coinmumcatiai^^^ . 
of the UDP/DP stack. The UDP/IP stack iti- in infe ^^dnieM, opmmseelto 
operate wilh small packet sizes, to provide : ^utfrantetid latency' (ie.. 
maximum delay) and bandwidth. • 

The general purpose operating. system 202 ' jjfeaSSdes-.an .IP <j|jaek'2l>6,; 
together with UDP/IP protocols; tt^^isto jcotttr^ " protocols (TOMt), 
hypertext transfer protocol (HTTP), % transfer ptwtijfcot (FTP) and so on. 



user interface or presentation layer 204 (snob ^'X Winddws), . . : 

Finally, each operating system saipporteioneor rnor^ bpplicatibm 207, ■ 
208a, 208b.... The applications make Use of the ^'conipntet r^iiwe* J &if6ogh- / 
the applications prograimning mterfece : (APl}; olferied by tae operatiag system ■'• 
through which they are operating- The oper^tmg: Sterns- acfceas ih^^vifffe 
resources in the maimer described in our abirtje t^fereijced earlier gutqpean 
application 03290894A Speeifica% : th^ native : device* • 

driver programs for each operating feystem. for r devices \vheire th§ bjjetatibg 
system has exclusive access, and for devices wM^fnusj toe ?hared>. tfiey roaKfe 
use of Hie native driver programs of thecal, tteie c^eratteg.sysf&n $&l ± * . 

Thus, each operating system 20l» 2fl^ is altptfs&d*. ^onie W'itee hy. - 
the hardware resource dispatcher 4CKhan4 within that %^ e^U. o^^tirig . 
system allocates time between the threads of ihp applications itis nutting. 

Referring to Figure 3, in the present ^nven^bn fhe real time bferating 
system 201 provides a driver program .252 &K&£ $HG. T^ %iVey;{^gram 
communicates data fi-om the NK^dn to itf|e ^per^thig ^^»,2©J and 
communicates data from the operatmgays^ l it, Although 

the general purpose operating system 202 ^vM^omi^ly ^^m^ 'an W<2 driver 
program, in this case it is replaced (as des^eid in-our ^ove refeirenced 
European application) with a proxy driyef |ropra .254 ^Moh does not 
commutticate with the NIC, but instead' wiitK a ifbrtfoer pro^pitfgjpm" 256 
running on the real time operating systeni^joi-. 1 . : . " 
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The two communicate via an int^opei»^^sy&tem ^iiiin^niimtiaivs : 
bus 260 as disclosed in our above referenced: earlier .li^oplssji pirtejot:. 
application, using shared memory spaces written to |>y erne operating s^fjtem ■ 
and read from by the other. 

Thus, when applications runntoglau the^wfctufae operating sy^eisv 
need to communicate, they do so through :the;NlC dtfter program 252. Whe^; 
applications running on the general purpose • operating system wish to. 
communicate, they do so by passing date tteoiigh : ae gen0mt;p^o$j&. 
operating system proxy 254 to the real time Qperaki»giyst&m proxy 256, to fee 
handled through the real time operating system-NIC driver 25?. 1 J n %e reverse*. • 
direction, applications running on the general jpitfpose operating sj^ew* 
receive their data via the NIC driver 2S2, the :real time operafing system- 
protocol stack 205, and the prosy 256v'254,f^hfc3P tha!n.4teec% fwn the HfC 
card, 

. * * i 
There are three simplex data com^ni^ open beiwten 

the two proxy drivers 254, 256; 

1 - a data output channel, for for\v^irdihg mcoktimg cl^ta packets: fein 
the real time UPD7IP stack, 

2 - a data input channel to receive outgdiig packets ahef from the 
general purpose operating system, . x . . 

3 - a control input, channel to receive ^ui/ouiput : fcoateol requests. 

issued by the general purpose operating system which relate to the NIC 

* » • 

Thus, any changes to tie congguretion of the ^twj&Tk internee Which have 



Fax regu a© • xwofsoa Af'xi 20 

been instructed Abuser through tite^ \ : 

are transmitted after the seal time operating system &Q1 : vrtaich; thereafter . 
operates in accordance with the undated network ;^^eters. : F<Sr ocamplfi, 
the Linux IFCONF1G command may be vtfed? ta t^ge : ^ati^:t^w6fk' ' 
5 parameters; the effect of this is that both opeJa^ '^ySteios cojafikiwfe jfco : ofteHhe - 
same, common, set of parameter- tfefta, spiangsi a^esr th&gs> thte sahi^ ' 
physical (MAC) and IP addresses a»as«igjtfeffte^ ' 
system and the general purpose operating;syst^ 

To achieve this* in this embodiitttmt, 'the! gsttsrMi puQ^sa' firwa-y. 254' ; 
10 "snoops'- all I/O control calls made by the opieraiing systek-202; and sepds* 
corresponding messages to the real time proxy. 256, i,. * . 

In this embodiment, the general puipbsfc plfpxy 254- ecijveniegily 
implements the Linux Ethernet driver internet* interfa^* \w& it -therofore ■' tins. . • 
the same interface as, and can be to^ 
15 by the operating system 202* 

The treaJ time operating sysl^ !' 
scheduler program 258, Tfcefimct^ ♦ 
decide which data from the general £tapdse? Oj^ating^ via 
the NIC driver 252 or, in mot* gpto^ :i t&^ 
20 capacity between the two opemting syste^; . . * " / 

Packets from the real timtf UfrP/II* s&efc -'are Abated «n Iwing tngh 
priority, and packets from the generdpi^ 

drivers 254, 256) are treated as lmvifig'low^o^y % die s^h^dttler- The 



wof/aa \f.xx p, 

•: 'P':[ . '■ , . \ . i" 

scheduler, in this erabodtoient, does not t^nsttput my -placket 1xom> the * 

. ' * j* i 

pmpose operating system if a packet ftom th© real-.tl^e derating, ^ys^^ i^ : 
awaiting transmission; instead* ^ packets awaiting titaaroiasioft axe qfceifikl : • 
subsequent transmission when possible* '/ ' . 1 

5 Figure 4a shows the stmct^ 

302 and a data portion 304.. Figure 4h ^owsytifo strtitt^ of Aitiof. - 
datagram. It occupies the data- portion 3Q4 of packet, and pon§tste'c>f aJi^d^ 
306 and data 308. Packets are addressed.by IP address m& by -port ciiWbeit. 
The NIC receives packets with the relevant IPiaddiwsa find the driver 25&'. 

10 forwards them to the real time UDPJIP stack 205. Each dgeiatiia® system.'Sjol ' 
202 allocates a port number to each appKcisticto wnich!iKes^ie-' : l».si»ctk- 203, 
206. For this purpose, each operating system has a K^t<»f port numbed j^cfe '. 
it can allocate. The two lists Of port mmbessiare jtntitwaHy exclusive. : ^ i^ fl 
embodiment, they are statistically allocated; that is* eachioperating' system-ts" 

15 pennanently allocated its list ofports: . 

Various types of IP packet will be revived by the. NIC .118. These- 

* . * * . i 

include broadcast packets, which are intended; -faiy- m& received . by, : ail : 
computers in the network, and packets wMcb axe address^ to ate co^ufer 
100. The later include UDP datagrainsimte^^ 
20 the real time operating system (identified, by. having '^orfc numbers wraph ! ace 
allocated by that operating' system) and UDP, TCP as .other packets j&vwtg 
port numbers indicating that they are totehded for app^ 
general purpose operating system 202: .''*• 



The real time UDP/IP stack 205 Is precis ps^s wO&b: : ■ 

are intended for its applications, -and. supply .mfr*& ^ K> i&B . 
application, concerned. Where a encounters k.pa^et tewing- t.ft* •:. 
indicating that it belongs to the' general pfi^OBeVopefat&g m^m 20& ft i- 
forwards the packet via the proxy 256, 254 t^^ T^^'.^-of itfe •! •. 

purpose operating system 202; t^twiW%^W^i»f^^tai^ '.■ 
appfoationcorrespondmgtolhepoik •• ; ". \- ; 

There are packets which contain informer* relevant to -itiejlP ;st»i$bs- I 
of both operating systems. For example,. ft. is s^niant for both ioper^ing ! 
systems to read ARP reply datagram 'packete,,:Wmch -corita^ .• 
address corresponding to a given' IP address; jp i ihis- Way, each •opefitfing. ■ 
system can maintain a table ofaddresses for use maddiessvng fijtur«;packe|?s- 

Having described the software components, of the. enibodftnent; :|b;e , 
operation of the embodimjentwfflnow;bedi^]6sed:: . . . . C 

Figure 5 shows the process performed rtim &e- compute)- fcysteni is .• 
switched on, restarted,. reset or rebooted. In a step 402, the operatii^^sto ;' 
are loaded and.started, as disciissed in our aboVe referenced eatK^Wo^ ; 
patent application. In step 404,<as also diseu&ed theEe'ni various sySfem • 

resources are allocated. Included amongst mese. resowces are .a subset 

.. • " ■ ' ' '' 

ports for each operating system. 

Associated with each port is asockeic^p^siAg a.^n^s^ori c$ew - 
and a reception queue. Packets generated . by/^e^.Ii(5ation -w,mcli: an© Jo 



Fax resu de : 



38/B7/"03 17 :ii Pg: 23 



10 



15 



20 



i 

: i 



•15 

transmitted are held on the transmission queue, aatf.p^Qkets reWved;for ths 

application are passed to the recepticin : quetie* 

In this embodiment, firstly apiedett^nj^ lisfrjtf portp* 5s 

.* .*** ■/* *. 

the teal time operating system 201, and 'then; secondly; a dintmy dr vflsifcg- 

socket is assigned, under the second operating sy«tetttj ti> each of ijvesb' ports;.. 

Thus, tiie general purpose operating system :tteats th^ ports c^s if thfey.;wo1ne» 

already allocated, and does not allocate them to any ^pjilicattosijit ninji: The ) 

subset of ports available for allocation by the ; seeajj#ary operating system*-* 

therefore corresponds to the total number cf# : pf»te amiable $Keegtt* for tfa&i 

ports already allocated to the real time operating ^sifeiii. . j 

Referring to Figure 6, die process p&t&m£d <jrr. ktarting an ap£]jicatf 

running under one of the operating systems i$ briefly as follows! The 

application is loaded- Where it requires eomm^^i^, the IP sttri&j (if . 

already running) is started in step 406, as with a eonventfonai npjeyafctftgi' 



system. In step 408, the operating system gonc^rhed sPtoiiatea otie €jr inatfr 

port addresses to the application. This process ti "as in a. convd»tio»id 

i 

operating system, except that the ports allocated- are .token fcom thej subset 
given to that operating system on start up in step 404.^fibve, The ^ppjicatioa 
isthensterted(step410)asinacoiivention^ i 

: ; 

, ■ I 

When an application is dosed, the ;potts used crcc reiea^d .-fip 
subsequent reallocation if necessary, , | 

The operation of the embodiment dbi&ig Will : |iow be 

disclosed. The operation of the geneiaTpwpbse 
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essential conventional, and -will therefore be "disclosed only hrieft^ with •: 
reference to Figure 7, con^riskg Figmes 7a\ ahdi;^ . 

Figure 7a shows the steps associ^ . 
connected to the network. In a step 452v the* n^Wc^k "stack -selesis '(for -y 1 ■ 

5 example, in multiplex feduon te^ : • 

*.. • * * *•*/ 

fiame generated by one of the applications .208 TOnmtig* fcn the dgiw£&g 
system, to step 454, the netwoik stack forwards ^pricket to thai nefc&Grfef • j ' ■ ' 
interface proxy driver program 254/ which provides U to fl».rfe&tfe^ proiy . . 
driver program 256 in step 455. The fiartKechancHt^ \ * 

10 time operating system will be described below witk^ • 

Figure 7b shows the steps associated wis* receiving patdceb- titom \ 
hosts connected to the network. Instep 4^, a-teceteedj^^^ • 
proxy driver 254 is read from it by die general p^D^o ka^k and^ iiMtep.,458, . V 
the packet is passed to the socket of the [application ^b^t^ .vwto the . * 

15 packet. The further handling performed by ! 

" " * ■ . » 

be described below with reference to Figure ft. 

Figure 7c shows the steps associated NIC- In \ '• • 

step 460, a network interfece conjuration cdm«^l <&t£red at t^fe ccm»0t^ i$ • 
read, and in step 462, a corresponding in£$r«ction to reconfigure. ffeel M|C h 
20 passed to the NIC proxy driver program 254; TKfe iteflier handling pefefpiihed » . 
by the real time operating system will be described below with rdeibehfce to : . 
Figure 8. • 
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Referring to Figure 8, comprising : 8b, 8b and; '8cj'th©.i ^ 

corresponding operation of the- real: tinse operating system. will 1 now .be. ' l\ ■'■ 

• 1 * * " 

described ! » 

r ■ * * ■ . • • * * 

Figure 8a shows the steps- asbdati^ wjtfc t^^ « 
5 connected m the network. inerea][time lJ©P4Ps^ ^ete(sbj wlt^cljerithei^' i • 
is a packet (UDP datagram) from any of the appUqatwjis it is ninning; (stfep ' U\ \ 

» ••*: . : t* 1 t , 

■ ••;'.»• "*I ** * ■ 1 ** 

472). The stack passes toe packet to the :NIC driver 252 (step 478): Ba sjep i 

'•*.•.'• * : ■• 

... • . » . . 

476 the scheduler 258 reads any waiting packet (reoeived from '.the goiaeral ji ' 

purpose operating system as described ahove % in- relation jo JBgiira 7) fowti the •! ' 

10 NIC proxy 256, In step 478 any such packet' passed t*> th©:NlC.jMvqir 252.' i-'. 

* ., * • 

for transmission to the network 

Figure 8b shows the steps .^soci^tetf wfth f^ceiying:packets from ti®\ ; : 1 
network. Upon receipt of a frame from the tietwtafe^ llie- 1NIC tHggWs. an K \ 
interrupt Which , makes the CPU dceeute: the . inl^iipt; Handler of thfc IftFG 

15 driverinthe real-time system. Ihtuft-tft'Itttm ^jeeyfic; • 

input thread of the real-time system dedicated tjo the receipt of input netwoik •:. 
frames. The input thread reads each received 1 ivam^ and; delivers itiaecording y 
to its type and/or to its destination. If the finale is a UDF/IP pacfefet jivhose 
destination port is one of the. UDP porte initiiajiy xesejrved to the i-eakime-- 

20 operating system, the packet is-iinniediaftiy- qiietiejS behind the sodW which • • 
is honndedto this UDF port 
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Referring to Figure 8b„ in step.480; tfr& thffefljl &ads:-tne pefc»t:%M».' V ';• . 
the NIC driver 252. In step 488, it reaM '$«£ p^tftype an$,' ytoers'tJie'. j ,•• : ' 

*• » ' ' i ' . ; *" 

packet includes a port address, thfe port 

to step 490, the real time operating sy^m;&^^^ j 

• • • ' • : • , 

5 of the packet If the frame is a UDMP packet whose: de^nitfioti port ataj&na. : • ■ 
is one of the UDP ports reserved to the real? tithe b|^a!fcig system*, the p^^.eJ ' 
is immediately queued to the socket which is febu&d to 1 *hi9 UD5P pon ^fteft- i; 

• 492): . - ; i •'• 

If the packet is of a type which ia of htftercist W fcatfc. t&e -"r«tt' ££nw *j * *. ' 
10 operating system and tile general purpose; oper&tfeife^^^m, tfiert {step 4M) fr • ' * 
is processed by the real ^me operating; system" l&tttft- stick b>fore ite&g : : 
provided to the general pmpose system. 'Rat ^at^ptai-fhe pabjcet tnay -l^a»- j. 
ARP reply packet, carrying the MAC addressed jfB *&fees$ of a destte^m* 
host In this case* then in step 494 thfe jacket! : ts tSsed: by tfee readme i . 
15 operating system to update its ARP table (U. at<w4 feble of ^addr^s^X : ' 
and then forwarded in step 496 to the NIC proxy jfe^er 254 foy f©rwardi»4 to, ' 
the general purpose operating system (which ^itt the*i ^kfoi^m the same j$RP !• 
table updating task). \* 

All other types of input network Wrifs a^ldiT^Iy. provided t6 *ih# £ . 
20 NIC proxy driver of the general purpose; 'system* itt b# asyfichwori-oMy- . 
processed by its network stack (step :496). tTteuJ.-Bar ^ahiglea tyDP pafes : >\ 
with a non-real time operating system destinaiioh ports; TCP packets; and all 
other packets are forwarded to the teal time ©ri^ 



■» * k 

• *'*'** * • 

"• .' 19 *>• • '.. •:. •;• . '. '.• . 
Figure 8c shows the steps assorted wii'coijfi|ir^. tr«;Niie. The 
real time IP stack 205 checks (step 480) whether-thens is i new cmfigiin&oft 
command ftom the NIC proxy 256 And, if so;>^ $^ (g^p 4^ 

and configures the NIC (step 484), 

Second Embodiment 
Voice Over Internet Protocol 

i » < 

A specific application to voice over Weraet p^ad <VoIp) telepj*#iy 
will now be described, which implements a gateway brfW^wftch^feetween 
a traditional telephone network and an IP netvifcafc.. 

Referring to Figure 9, in tMs embodiment; a £ri compute* (ap&atin^ 
in accordance with the embodiment) 902 acta .as gateway • between .a' 
telephone network 910 and an IP .network (or \ group of networks 
interconnected via the Internet) 908, ^comnVnnicates -via the network 908 . 
with a second computer 904 **ieh provides tbe>0.ilH!*-e|id 0 f the voice 'link, (it 
may be a personal computer running voiee ov^r iwtern^ prptocoi software, or '. 
another gateway). It also commumcates with ajbilip^wmputter 996 of the 
VoIP service provider. 

Figure 10 shows the a&htional cojnponems?; present in the first 
computer 902 above those described hi the firsi elhfa^ent • 

Referring to Figure 10, for each dijpfex .;^ce- otewtiet tfcw is 
provided a telephone channel system cc$jsisti% : of a.V^lP module 910 and a- 
telephony interface module 914, intercoj&ecteei via'aproeessormodute 930. 



The telephony interface 'w\t*ff* \ . 

tejephone network- 910. For ex^Ie, ^^^^* "' \ 1 

decodes a voice signal m pulse code tno^io^ m^ff [ - 

telephone network* encodes and decode^ m* loW^^^uig *tO0i£d - ■ 
for an analogue telephone network,* cw»j|te ^^ tQ-4igMj^nvert^; - 
(ADCs) and digital to analogue converter ^Wj-"^, . 

The VoIP module 910 'comprise* pro©^'ex4cj^ ^TM^' j 
(real time protocol/real tiirib contort protocol) W&as-N appWoa p»&e . 
»al time operating system 201. TteB3»«^^*i^V^ 
datagrams by UDP/EP stack 205 (as desda^ ato^'wWeh^paW.qf t^jeaii 
time operating system IP stack. -.1 . . '•' 

The voice data from'the itdepfi^e i*Wr|>».i received- at. ^te"- . 
telephony interface 914, and converted to fral*Ur«* pxocMW- 

930, which comprises one or more DSP &gitaj&gt& *ftM0 do«fe*' 
dedicated to die transcottversioa task. Theltran^ted^ is then^ransnaised " 
as UDP datagrams from the gateway, c^jmtef M ft the.tP network 90^ : ' 
adtesedtotheIPaddressofmek^c^mput^904, ; j 

In the return direction, IJBP datagrams rec^v^&om'this # network 
908 which were addressed to lhe first compter 902^^ *»' 
of the VoIP module 910, are tranpcodedby the jtfog^iMft andisftppU'edto 
the telephony interface 914 and' foene? W'** ***** 910" to 

provide the return channel- ; 



The control engine 914 comprises a pro^raaf running SJP <jsesaljon 
initiation protocol), a signalling protocol.. W' r Wem^: telephony, event . 
notification and other communications. It is- an plication mabig or* the 
general purpose operating system 202 end opetating through tli^ generaa. 
5 purpose operating system TCP/IP stack 206. irhe,.control subsystem 9J2 

arranged to set up a call session with the serondcea^atiBi? 904 by digaalling,! 
through the IP network 908, to and ftonrihe second computer 904 and tjie- 
bilKng computer 906, Similarly, it is arranged 1 to ti&ar down the call; when the '. 
call is complete. * ' .:; !,'.-.•. 

10 In operation, when a call is initiated firom telephdiieF ns&^vJc 9*% 

the signalling information from the" telephone ufctwbrfe Is decoded us^by 
the SIP engine 920 to set up the call to the .aeboiijl comt^er y fey e#abHsM&g " 
the IP address of the second computer and passing tlier IP address: of tfae flrift.; 
computer to the second computer, and notifying; flhe fcilliog pomputer 906 
15 initiation of the session. 

During the call, call data from the t^ephpns.hetvwrk '910 is ft)HvattJ<%d 
through the IP network 908 to the seeond ctfi^u^ 

914, 910; and is supplied in the reverse ^dtrection irom the setiGrid computer 
904 to the tel^hone network 910* During the c^ll a .tfe:cc^trol Subsystem 912; 
.20 monitors the call, and may supply the results to't^e winterfice 204 of th® 
general purpose operating system 202, and iscfdve'ifcetwQifc cor^guication m& 
. other control inputs from the user interface 204, _ 



At the end of the call, when' the cattis^raiwi^ w &er j 

control subsystem 912 performs; tear-do-win Ui^I^ • tQ; %: jMlep^)^ i: 
network 910 or the second computer 904-(di^d^fein wh^t fftt call was j 
terminated) and sends a billing message to {lv-1iinii^'«£iQpHicr WDSftbffictaflta^ : j 
. the billing parameters (e.g. duration and desrit^ori 6 NaB). 

The number of. call channels, and^encf* of VokP s$rid. 'telephony- 
interface modules and processors provid^d.witbinithe §rst co^puttoi902; wiH j 
depend upon its purpose. It may . be a : tfana\:4ioae ^^«oi»pi^ : : teI(^^fi&'- . : 
integration (CT1) terminal offering a single channel, oi% PljX^fehg ^ smaK ; 
number of channels, or a network mterconnecfoa,:iw^ ; 
channels or more. 

It will be seen that, in this embodMiej^. hy : using tn> real t». | 
operating system togemer with UiDP datagrams' 'of iephstraipeci. si^il -iff . i 
possible to offer a highly reliable, low delay tBlB^!M5j^ bonneci6iQ«. It is.aja#' 1 
possible to offer control signalling and billing signaling, bsfbrei; daring ; 
after the call, via the general purpose bpena%g;sysj®tai*us enabling com|)ie% . 
signalling applications and billing functionality and tuning. it^asj?:-.to iritsafeset • \ 
with the user through the user interface 204. : 

Other Embodiments And Modifications • 

It will be- apparent from' the febgoto^.'ti^ ; m$v9\. 

* t% ' ' ' • * • : 
variants and substitutions to the embodiments' ascribed are possible. Fofr 

example, whilst operation with I^Xmukaadrehor^ 
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t • « 

«•.>'• * " • " . 

the invention is equally applicable to othej co^unicat»on».pi^oco}sW j© ' 
other operating systems which exist or ma$ in ^tt^ jae ^vefoped^ 

Whilst allocation of porta; on a static basfe has been described*- frwnuW 
be possible dynamically to vary the allocation of pote. Foresutoipte, the tfcal . 
time operating system could relintjtiish ports when 'it had no %lher;nea;d of 
them* enabling them to be used by the geiwffal-pi^pseope^^. aysteni,, by 
removing the socket assignment of' the ports. Unwise,' the TeflTtmite- 
operating system could claim me use of more ports ftom th»..gis«i^ ^4»Qae 
operating system by the same means, 

Whilst the operation of two operating systems rN?nnii!^«pncurre^iy'ori/ 
a single processor has been described, it vviU,beij?pa>»n>l^it wi>m be-leUy 
to replace the described toteropciatihg -system 'bus- iriuVa:* physical 
communications bus, and to run the,operatiag sys^ms iii different processors: 



15 Whilst VoIP has been described, otter ap^catto ^h a^sWaii 

audio (e.g. music, internet radio etc) and video fog* Video oa <temaa!d3 can. 
also be provided using the inventioa. 

Many other variations are possible. For'thri avoi&ce of doubi' the 
present application is for me protection of any and ali subject matter- Vein 

20 togetoeir wim subcombinations thereof. 



CLAIMS: 

1. A computer system 'ccmfjgiKeii ■ hf m^i^^i • 

comprising: 

a processor (102); 

a first operating system tdttning on th^prmesSQpf : /. ' . "j- " 

a second operating system.runuing otifee-|^^r; i^ v ' 
a network interfece (1 18) for conwwnicatmgd^ai : 
characterised in that the fir^t and . second' operating;- Systsstos 
arranged to share nsage of the networkintserfece. ' 

2. A system according to tfaini V m wfafeh 'fiSst openiti^s< 

>: x • * . * 

system is a teal time operating system. - : 

i* . * • 
* • * * 

3. A system according to claim 1; in^u^ ^e secimd opfcsaim&i 
system is 3 general purpose operating sy$tero; : ' r ! 

4. A system according to claim 1, ih yMi ' code- associated ' wit& :> 
the first operating system is arranged to receive/all tori^g:p : aekefe; and .to- 
forward to the second operating system : thfcse- packets. xtifato are not? 
specifically for use by the first operating system or appiteftton^ tunning- 
thereon. 



zv/wutt iy:ii 

* * » • . 

5. A system according to claim. £ ^cahipW^giia &^^^io n 
scheduler which is arranged to selectively forWa& oiitg^f^ dka packets frairi. ' 
the first and second operating systems for'tengarisdoti tbcf^gt) $hfc netwotffc 
interface. " : 

6. A system according ;to claitfi^ in : tvMfch. flb franaini^it 

scheduler is arranged to give priority to the: fe^et^tln^ sysleto.' 

. ; : ' ! i ■ . • 

7. A system according ^to dski S/.ija. - wi»^t ttio, <raosmiiS3i#a 
scheduler is arranged not to send my packet fiiffe lie second operatmf . 
system while there are packets for transmjaHan &om the Srst operatfe^ 
system. ' 

"<■* ' l :'. 1 ;•! ; 

8. A system aecordjm^ to : clai^i -.1,: .wh|eh -ia. 4&mt$ed:ito ] 
coimmmicate using Internet protocols* ..]• . » . ' 

• . • i ; 

9. A system according to claim. % m the -firk ^eia^. ! 
system comprises a UDP/BP stack for handling klpB ti&ta^raink : .' ' 

I 4 ■ 

10. A system according to claim 8 Jft w^clt ke. sfeqc-nd operating : 
system comprises a TCP/ff proWollstock, - ■ , 



11. A system acccidhfefc claim i,&j^^ffa&*&to 
operating systems both operate on a stogie p^s^.(lflt2:). : j' .;; • 

12. A system accordtog to claim 11, cotopristog an/i#ter^p<wattog 
system communications channel for carrying mefej^es helmed saM fivst and 

* • • ' • • 

second operating systems, and/or applications zunnntg. thereon. ;. 

13. A system accbrdtog.to claim ;t> ia the kst^ork inbrlaee 

• • • : • i'i.V- . . •• - ' 

operates using a shigte, common*^ of nel^^ ptoses- : ' ' 



14. A system accordtog to claim 13i.fi ^lich" firs* -opcirafc- C 
system has a first subset of address ports and : tbe.Bbftand sp^attog-.sy^tem.ftaSs • 

• : ; • " j • •. . < ' 

a second subset of address ports, each said *uKiet comprising ^ feast- 
address port, said first and second subsets bejipg muftratty exchis>ve ; 



15. A system according to : claim; % id khiSa me sedond; o>eVj*fog' ; 
system provides commands allowing user to;eo»figpe the nerw<j^toteff«e«. 

•* ' • : . ; 

16. A system accordtog to claim 1, c&tistog'cod^ fat providing • ■ 
a teal time data transmission channel: for comwiiHeaittg data litod associated 
control and/or supervisory signals,' to jwhich fliers con^riae&S 

first code operating under said fii|t '• opeirattok; system. • for • . 
communicating said data; and !;••••.. 



oci/ o c r oo J. f . j.1 



27. ' ,] 

• 1 * * "I 

second code operating Under. 5 saSd;'secqffd'e^^ihg.^^:'for 

x * . • 

* 1 1 • 

communicating said control artd/Qtsuji^ • . ; ' 

17* A system according to claim 16; in whibii ^e.^n^I^peiiii^g 

system is arranged to use aUDP/IP protocol gfc&k fo co^umc^t^ ctsit^. 

; : ; ... ' 

18. A voic^ver-Intemet commi^ie$ion3%^ q 
computer concurrently running first afrd ^coad^opei^&bjg &$Steni>»; fti<j:$i3* 
operating system being a real time opehitiQg <^st^ ; 
system being a general purpose operating System, tewiilcb^tf ftigli operating 
system is arranged to communicate voice dat^ aji^.^e secoaS' fptmimg 
system is arranged to communicate sigftaUipg wdfcir ^pijryteory djjtfar 

19. A method of providing network . .ajccetfs- .to. komjjuter* 
comprising providing first and second operating systems oil' t^iqornpfcter, 
operating concurrently, and allowing said operating s^ijsfris to steT^iaccess to 

a network interface of said computer. n ;* 

.i ■ • . 

20. A computer program ptodact. ^mpri^iig^ede fm ieausnig- » 

• * * * •- 
computer to perform the method of claim 19, • .* 
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ABSTRACT 



A computer system iconfigmcai fOT-^ms*^iiatKms> ..cbijafirisjn^.i^ 
processor, a first operating system .running onv-tfoe'. processor} ^w&o$&' 
operating system running on the' processor; tod a neiwoirk uitefcfacs fer 
communicating packet data, characterised, in thfEit ^tbs srst an<Me©aad' 
operating systems are arranged to share access to &anetwpifranWsu&, ; . 
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